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UNCW,

University of North Carolina at Wilmington
INFORMATION TECHNOLOGY SYSTEMS DIVISION

Department of Application Services

The Department of Application Services ensures consistency and quality in the development,
implementation, distribution, and support of software solutions supporting campus wide data management
needs at the division, school, department or other administrative unit level. Expertise is provided by the
department to assist administrators with aligning their specific needs and goals with appropriate
information management software solutions which are responsive to the demands of the client and address
the mission and goals of the University. Application Services” development services provide custom
solutions to client data management needs as necessary. UNCW units seeking to purchase or to develop an
application shall coordinate these efforts with the Director of Application Services. The work of the
department can be summarized under eight service functions that follow:

e To exercise administrative coordination and management authority over the design, development,
implementation, and support of administrative application solutions.

e To serve as the primary consultant to the university community in the planning, review,
authorization, and purchase of administrative software solutions.

e To provide programming and database services for the development, integration, implementation,
enhancement. and operational support of UNCW administrative applications.

e To provide business and feasibility analysis to users related to the automation of manual processes
and the enhancement/modification of existing processes.

o To deliver or coordinate training of user/client personnel to ensure effective utilization of
administrative software solutions.

o To provide services to support the reporting and data-extraction needs of the users of major
administrative systems to include training, technical support, and ad hoc reporting/data extraction.

e To provide security administration for major administrative systems.

e To provide technical and functional services required for the administration of software solutions.
The chief administrative officer for the department is the Director of Application Services. The director is
charged with authorizing all enterprise, broad software applications. The Department of Application

Services is in the Information Technology Systems Division under the purview of the Vice Chancellor for
Information Technology Systems.

" AF Date9/1/02

Dr. James Leuize

Dr. Robert E. Tyndall Chancellor for UNCW

Vice Chancellor for Information Technology Systems
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AV/Media Services



m September 20, 2002
UNCW

University of North Carolina at Wilmington
INFORMATION TECHNOLOGY SYSTEMS DIVISION

Department of Audiovisual/Media Services

The Department of Audiovisual/Media Services was established to provide audiovisual
services for university activities, programs, functions, and departmental events when
requested and approved by appropriate university officers and to support classroom
technology. The primary functions of the unit are as follows:

e To manage the UNCW Central Equipment Inventory which is intended to provide
audiovisual equipment and services which are too expensive or technical for
individual departments to purchase or support. The unit will respond to requests on a
sign-in basis and will limit support to requests filed by administrators at the level of
department chair and above. This is a centralized equipment supply, support and
maintenance operation with limited emphasis on production. To ensure that these
services are not duplicating other services, the unit will handle only select and unique
equipment needs rather than provide general services. The unit will also advise
persons seeking to purchase equipment.

o To support special events such as national speakers, conferences, programs and
institutes. Services may include assignment of technicians to set up, take down, or
operate equipment.

e To assist academic units in developing hypermedia classroom environments through
the ordering and installation of equipment in compliance with the university campus
baseline for instructional technologies as defined in The Classroom Technology
Assistance Plan. The unit supports and maintains these environments.

e To manage the technical operations of the video communication facilities including
production equipment, material purchasing, equipment and furniture integration,
technical staffing, and orienting users about presentation requirements appropriate for
a video production environment.

e To provide limited production services to faculty such as analog and digital video
capture services, audio recording, basic tap editing, single or multiple duplications,
and TV system videotape conversion.

e To manage the UNCW digital satellite and campus cable system. The unit is

responsible for the management and administration of CATV campus network
including design, equipment purchase, system maintenance, and accessing networks.

Date Date

Dr. Robert E. Tyndall  Dr. James Leutze
Vice Chancellor for Information Technology Systems Chancellor for UNCW
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. Feptember 20,2002
UNCW

University of North Carolina at Wilmington
INFORMATION TECHNOLOGY SYSTEMS DIVISION

Department of Client Services

The Department of Client Service is responsible for the planning and delivery of technology and
services to the campus community. These services include operation of the Technology
Assistance Center for initial problem reporting and resolution, desktop software training and
support, personal computer maintenance and support, management of the student computing labs,
operating the Faculty Technology Support and Development Center and instructional and
research support. Technology and services provided by this group enable faculty, staff and
students to utilize UNCW's information technology resources for teaching, research, public
service, and information management. This unit works in close partnership with allied units and
maintains close working relationships with IT support staff in other departments. The department,
headed by a director, is based in the Information Technology Systems Division and is under the
administrative purview of the Vice Chancellor for Information Technology Systems. The primary
functions supported by the unit are as follows:

» To provide User Support and Technology Assistance Center services for initial incident
reporting and resolution, and for problem tracking and escalation to other support units,

* To maintain and support the student computing labs.

e Tomaintain and support established personal computer and desktop products.

» To develop and deliver computer training to the campus user community.

e To provide instructional and research support products and services to faculty.

e To manage campus Web services and provide Web client consulting and support.

e To administer and support the UNCW technology Life Cycle Computer Replacement
Plan.

* To coordinate services with allied support groups such as the Center for Teaching
Excellence and the Web Course Development Team.

e To evaluate and recommend new and emerging technologies and support strategies for
use by the University community.

e To maintain information and management systems such as the Integrated Services
Inventory, Surplus Management Plan to increase access and efficiency.

e To manage the Faculty Development Center.

.

Edt e 55 Dateonion
it
iy

Dr. Robert E. Tyndall DiJamies Ediise
Vice Chancellor for Information Technology Systems Ch a'n cellor for UNCW
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Department of

Computing Services



e . September 20, 2002
UNCW

University of North Carolina at Wilmington
INFORMATION TECHNOLOGY SYSTEMS DIVISION

Department of Computing Services

The Department of Computing Services is responsible for the planning, installation, management
and support of the campus-wide computing and data network infrastructure. This infrastructure
enables faculty, staff and students to utilize efficiently and effectively UNCW's information
technology resources for teaching, research, public service, administration and information
management. This unit is responsible for the delivery of core network and intranet services to the
campus, and for access to the Internet. The department, headed by a director, is based in the
Information Technology Systems Division and is under the administrative purview of the Vice
Chancellor for Information Technology Systems.

Computing Services:

e Manages and operates the central campus computer systems and distributed servers,
which currently include the VMS, Windows, and UNIX environments.

o Provides fundamental services to the campus in such areas as network file sharing and
printing, Email, calendaring, the Web and Intranet,

e Plans and manages the campus-wide data network, physical infrastructure, and active
network components.

e Provides and supports the campus connection to the Internet.
e Provides operational support to campus administrative and academic computer systems in
such areas as user authentication and security, data backup and recovery, job scheduling,

and report distribution.

e Maintains infrastructure maps and progress files for computing networks, systems, and
assigned special projects.

o Evaluates and recommends new and emerging technologies and support strategies for
possible use by the University community.

Fp b 4 aF Dae oo

&

Dr. James Leuize
Chancellor for UNCW

Dr. Robert E. Tyndall
Vice Chancellor for Information Technology Systems
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Department of

Telecommunications
services



September 20, 2002

UNCW

University of North Carolina at Wilmington
INFORMATION TECHNOLOGY SYSTEMS DIVISION

Department of Telecommunication Services

The Department of Telecommunications Services has design, development and oversight
responsibilities in a number of operation areas within the Information Technology Systems Division.
Telecommunications Services is responsible for the operation of the UNCW Communications Server,
the UNCW telephone system and aspects of the campus infrastructure. Responsibilities include
design, deployment, maintenance, billing services and University Operator Services of the central
phone system.

The department is receipt supported, deriving its operating capital from revenue generated through
customer charges. Telecommunications is committed to ensure the University with quality customer
service. The customer service orientation of the department places the overall operation in the unique
context of balancing cost and quality with customer satisfaction. The department is headed by a
director and is housed within the Information Technology Systems Division and reports to the Vice
Chancellor for Information Technology Systems Division.
Design
e To provide project coordination between Information Technology and Business Affairs.
Deployment / Maintenance
e To protect the integrity and the safety of the telecommunications systems at UNCW by
maintaining strict control over the wiring and facilities to prevent tampering or damage to the
network.
e  Tomanage any underground communication wiring or building wiring rooms exclusively.

Billing Services

e To generate and transmit monthly administrative bills for installations, monthly services,
equipment maintenance, and toll service. '

University Operator Services
e To provide operational support and process calls for students, faculty and staff.

e Torequest, review and add employee information to various computer databases to keep
information current and up to date for switchboard use.

e  To collect work order information from the university community to prepare trouble tickets.
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Dr. James Leutze

Dr. Robert E. Tyndall Chancellor for UNCW

Vice Chancellor for Information Technology Systems
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-ﬁ» September 20, 2002
UNCW.

University of North Carolina at Wilmington
INFORMATION TECHNOLOGY SYSTEMS DIVISION

Office of Web Management

The Office of Web Management is responsible for the overall quality, utility and ease of access
and navigation of the UNCW web presence. The Web Master is charged with establishing and
maintaining general guidelines intended to ensure a common look and feel and uniform
navigation systems among the numerous web sites under the university umbrella. The office is
authorized to review official university sites for quality of design and general continuity and
compliance with identia standards established by the university. In cooperation with the assistant
vice chancellor for university relations, the Web Master shall assist organizational units or
persons with their efforts to create web sites in compliance with university standards. The Office
of Web Management is also responsible for the planning, purchasing and maintenance associated
with web servers used to provide the campus wide presence on the web. In this capacity the
office assists with services ranging from the delivery of the UNCW homepage, supporting
materials for some online courses or course segments, and database connectivity to live streaming
video.

The Office of Web Management is responsible for addressing issues which concern the
development, maintenance and integration of presentation formats, hardware and software that
support UNCW’s web sites. The Web Master shall seek advice and guidance in this effort from a
campus-wide committee. The Web Coordination Committee will serve as a planning resource on
issues concerning site development, navigation and usage by UNCW faculty, staff and students as
well as the general public. Organizational units on campus which have or will establish
designated web-site coordination roles will be expected to charge such individuals with working
closely with the Web Master to ensure that optimal quality, clarity and usage standards are
achieved.

Web Applications

e To serve as a consultant for web based products and solutions.

e To work with programmers in Applications Services to achieve integrated solutions for
the web.

e To oversee web based forms systems.
e To ensure best integration of web services to the Collaborative Computing Environment.
Web Servers
e To plan, purchase and maintain web server hardware and software including:
= Microsoft and Linux based system.
» Netscape, Microsoft, and Apache server software.

= Real Networks streaming video and audio servers.




= Search engine providing search ability for multi server sites.
= WebBoard system for online discussion areas for classes.
Coordination

e To work with the Web Coordination Committee on issues concerning procedures for use
of the site by UNCW Faculty and Staff.

= Coordinate efforts of Web Site Coordinators,
* Work with departments and organizations to coordinate campus wide efforts.

* Promote unification of www.uncwil.edu (www.uncw.edu).

SF kT FSF Date9/1/02
A o i T, T
'—g = L &w. S
ks
Dr. Robert E. Tyndall Dr. James Leutze

Vice Chancellor for Information Teclmology Systems Chancellor for UNCW



Information Technology Systems Division
Policy and Related Provisions

o Responsihle Use of
Electronic Resources

o Responsibie Management
of Information Technology
Resources
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The University of North Carolina at Wilmington
Policy on Responsible Use
of Electronic Resources
Responsible Office(s):  Information Technology  Effective: January 8, 2002

Systems Division Supersedes: UNCW Computer
Use Policy

Purpose

This document provides guidelines for the responsible and appropriate use of the
University of North Carolina at Wilmington’s electronic computing and communication
resources and services. This is not a comprehensive document covering all aspects of
responsible use. It is not possible to anticipate all the conditions and circumstances
associated with the use of these resources. The guidelines that follow and the specific
policies they reference seek to link established codes of conduct for the use of new
technologies by members of the university community.

Policy

General Statement

The electronic resources of the University of North Carolina at Wilmington are powerful
tools, shared among all members of the campus community, designed to support the
teaching, learning, instructional, research, administrative, service, and other activities of
the University and are intended to be used in useful and productive ways. Individuals
using these resources are expected to do so wisely and carefully, with respect and
consideration of the rights, needs and privacy of others. Electronic resources and the data
they support are used by and accessible to a large number of authorized users. However,
since these are typically networked resources they are also subject to unauthorized
intrusion, access and attack. It is essential, therefore, that all users understand and follow
guidelines concerning authorized and responsible use. These guidelines are designed to
preserve and protect users, their data and other assets, the University, and the electronic
computing and communication systems themselves, and are set forth below.

While the proliferation of information technologies does not alter basic codes of behavior
in academic life, it does place some issues in new contexts. Using these technologies
enables people to do varied things more easily, including those that are useful and
constructive as well as those that are harmful and destructive.

Electronic computing and communication technologies increase the risks of actions,
deliberate or not, that are harmful in various ways, including: (a) interference with the
rights of others; (b) violation of the law; (c) interference with the mission of the



University; or (d) endangering the integrity of the University's computer and
communication networks.

Users must act prudently and responsibly to both preserve the freedom to acquire and
share information and to sustain the security and integrity of individuals within the
community. Access to electronic resources at UNCW is a privilege, not a right, and
must be treated as such by all users of these resources. Every user is responsible for the
integrity of these information resources. All users must respect the rights of other
computer users, respect the integrity of the physical facilities and controls, and respect all
pertinent license and contractual agreements related to electronic resources. Users must
also understand the ramifications of illegal use, exchange, or display of copyrighted,
deceptive, defamatory, or obscene materials on a web page or through other electronic
communication channels.

All users shall act in accordance with this policy and all relevant University policies,
rules and regulation, including adherence to all relevant local, state and federal laws and
regulations. Failure to conduct oneself in compliance with appropriate policies and
guidelines may result in denial of access to University information systems and/or other
actions in accordance with appropriate University rules and regulations.

Accepting any account and/or using UNCW’s electronic resources shall constitute an
agreement on behalf of the user or other individual accessing such information systems to
abide and be bound by the provisions of this policy and the principles and guidelines
contained herein,

Principles and Guidelines
Items in bold print below indicate hot links to specific administrative provisions.

UNCW has instituted policies dealing with specific actions in a number of areas. These
are listed below. As a matter of principle, users should act prudently and responsibly in
the use of electronic resources, and are prohibited from engaging in activities including
but not limited to those generally described in the following categories:

¢ harassing or threatening a specific individual(s), (see Harassment, Threats, Stalking,
and Similar Threats below);

» impeding, interfering with, impairing, or otherwise causing harm to the activities of
others (see Interfering with the Rights and Activities of Others and E-mail Abuse
below);

o downloading, or posting to University computers, or transporting across University
networks, material that is illegal, proprietary, in violation of other University policies
and procedures, regulations or contractual agreements, or is otherwise damaging to
the institution;



e using University or campus logos, word marks, service marks, or other symbols of the
University or campus on personal or professional home pages;

+ creating pages which contain direct links to pages that violate this policy (in this case,
users may be requested to deactivate links to materials the violate this policy);

o damaging, abusing, or in other ways destroying or interfering with the successful
operation of electronic resources (see Abusing, Damaging, or Destroying Electronic
Resources, and Viruses and Hoaxes below);

e accessing or attempting to access, use, or modify resources or data for which
authorization has not been granted (see User Accounts and Authorized Access;
Security; Confidentiality; and Privacy below);

o engaging in activities that are illegal under federal, state, local and other applicable
laws.

The full text explaining the principles noted above can be found at
http://www.uncwil.edu/itsd/policy/responsible-use.html An outline of these provisions
follows:

1.1 User Accounts and Authorized Access

1.2 Security

1.3 Confidentiality

1.4 Privacy

1.5 Incidental Personal Use

1.6 Interfering with the Rights and Activities of Others

1.7 Harassment, Threats, Stalking, and Similar Activities
1.8 Abusing, Damaging, or Destroying Electronic Resources
1.9 E-Mail Abuse

1.10 Viruses and Hoaxes
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The University of North Carolina at Wilmington
2.00 Responsible Management of Information
Technology Resources Policy

Responsible Office(s): Information Technology Effective:  July 17, 2002

Systems Division Supersedes:
New

Purpose

This document states the policies and guidelines for the responsible management
and administration of the University of North Carolina at Wilmington’s
information technologies resources. This is not a comprehensive document
covering all aspects of responsible management, but instead focuses on a select
set of core resources vital to the user community. The policies that follow and the
specific provisions that are referenced are intended to establish a framework of
principles and operational procedures 10 ensure the efficient management of 1T
resources consistent with the mission and goals of the University. These policies
and procedures reinforce the essential role that information technology plays in
the academic and administrative functions of the institution. They also
complement the principles of “universal access”, “user-centered supportive
environment”, and “sustainable quality IT infrastructure” “baseline
standardization” and “technology literacy” which frame the University’s IT
strategy.

Policy

General Statement

The information technologies and support services of the University of North
Carolina at Wilmington are powerful resources, shared among all members of the
campus community. They are, however, valued by the campus community only
to the degree that they support the teaching, learning, instructional, research,
administrative, and service activities of the University. These resources are used
by and accessible to a large number of authorized users and provide services
integral to the mission of the University. It is essential, therefore, that these
resources be managed effectively to ensure maximum availability, accessibility,
and operational efficiency. The Vice Chancellor of the Information Technology
Systems Division is charged with managing the processes which lead to the
strategic alignment and integration of campus IT resources.



The following guidelines and policies are designed to:

e o Ensure the allocation and prioritization of technology and support
resources consistent with the mission and programmatic goals of the
University

o o Establish baseline standards for technology-related products which
facilitate collaboration and allow for information sharing through a
common set of compatible products and protocols

e o Maximize the impact of university resources through effective and
efficient use of staffing

o o Establish practices and processes which enhance the productivity,
efficiency, and programmatic effectiveness of the University’s information
technology support personnel

» e Maintain optimum security and integrity of systems, accounts, and data

e o Leverage the purchasing power of the University for information
technology resources through negotiated volume discounts for hardware,
software and network products, contract services, and maintenance
agreements

e o [Ensure business continuity and disaster recovery capabilities of core
campus systems and services

e e  Preserve and protect data and the electronic computing and
communication systems of the University

e e Ensure that IT management policies and standards established by the
North Carolina legislature, UNC Board of Governors and UNC President’s
Office and the UNCW Board of Trustees are fully implemented.

Members of the campus community are expected to be familiar with these
policies and guidelines and to conduct themselves and the operations of their
academic and administrative units in accordance with them. The use of any of
UNCW’s information technologies or support services shall constitute an
agreement on behalf of the user to abide by the provisions of this policy and the
principles and guidelines contained herein. Failure to conduct oneself in
compliance with appropriate policies and guidelines may result in a reduction of
services or a denial of access to information technologies and support services
and/or other actions in accordance with appropriate University rules and
regulations.

Principles and Guidelines
Items in bold print below indicate hot links to specific administrative provisions.

UNCW has instituted policies and guidelines in a number of areas that address
specific issues and concerns. As a matter of principle, members of the university



community should familiarize themselves with these policies and act in
accordance with the guidelines and provisions therein. The areas addressed in
this policy include the following:

»  Maintaining a sustainable, manageable, and supportable personal
computing environment for the university community requires a standards-
based program for technology and service delivery that is both responsive
to the needs of constituents and linked to the programmatic goals and
mission of the institution. Provisions for addressing personal computing
technology standards, training, and support services are contained in
Personal  Computing  Technology and User Support Services.
Responsible Units: Department of Client Services, UNCW Hardware and
Network Baseline Standards Committee;

e  Core networked computing resources such as virtual file sharing,
database and application services, email, Web services and others are
vitally important to the function and operation of the university. These
systems and services are shared by all members of the campus community.
Provisions for the responsible management of these resources in such areas
as security, interoperability, and data integrity are found in Networked
Systems and Servers Standards and Management. Responsible Unit:
Department of Computing Services;

o Baseline standards for classroom instructional technology are essential
in providing shared facilities that are accessible, compatible, supportable,
and maintainable in support of technology enhanced instruction.
Technology enhancement of these instructional facilities is made possible
through and supported by the Technology Classroom Assistance Program.
The baseline standards for classroom instructional technology are found in
Classroom  Instructional Technology Baseline Standards. These
standards are consistent with and complement standards for networking
and personal computing such as those in Network Standards and
Management. Responsible Units: Department of A/V Media Services,
Department of Computing Services, Department of Client Services, and the
UNCW Committee for University A/V Media Services;

e A process for ensuring user access to quality and up-to-date computer
equipment through a cost effective model based on controlled equipment
costs and balanced purchasing patterns is a fundamental part of an effective
IT strategy. Guidelines and procedures required to maintain a replacement
cycle of personal computer equipment within the useful and expected
lifetime of the equipment, while preventing a proliferation of aging,
obsolete, out-of-warranty, unsupported, and incompatible systems is found
in Lifecycle Replacement and Surplus Equipment. Responsible Unit:
Department of Client Services;

e Providing a reliable, supportable, and manageable communications
infrastructure for shared use by the campus community requires a



framework built on industry standards and best practices. Provisions and
guidelines governing the UNCW communications infrastructure are found
in Telecommunication Standards and Practices and Network Standards
and _Management.  Responsible Units:  Department of Computing
Services, Department of Telecommunications Services;

* A Disaster Recovery Plan is mandated by law and periodically
reviewed in EDP audits conducted by the North Carolina Office of the
State Auditor in order to help ensure that the resources and assets of the
State are handled in a responsible manner. An effective Disaster Recovery
Plan fulfills some of the greatest responsibilities of the university in
helping to ensure the safety of our employees and students, protection of
state resources and assets, and preservation of the security and integrity of
our vital functions and data. The procedures outlined in the Campus
Electronic Resources Disaster Recovery Plan help ensure the continuation
of essential functions and the ability to return to a fully operational state
following a disaster. Responsible Unit: Vice Chancellor for ITSD;

e Broad impact systems and software are complex and sophisticated
software systems that support administrative functions and campus

services. Such software typically addresses campus-wide data
management needs at the division. school. department or other
administrative unit level. The Broad Impact Systems and Software

policy provides the guidelines necessary to assist the university community
with the process of development, purchase. design, implementation, and /
or support of broad impact systems and software. Responsible Units:
Department of Application Services, UNCW Committee on Application
Services;

»  All decentralized SPA and non-tenure track EPA staff whose primary
responsibility is to support departmental computing hardware/software,
computer labs, distributed servers, and program and application
development have coordinating and consulting responsibilities to the
appropriate Director in the Information Technology Systems Division.
ITSD is charged by the Chancellor of the University with the responsibility
for administering campus information technology support positions in this
model in order to ensure the efficient and effective use of resources. This
is a coordination mechanism and does not alter primary supervisory
authority of the hiring unit, or responsibilities for supporting specialized
departmental technologies. This policy is intended to ensure coordinated
client support services, consistent with campus standards for information
technology and the mission of the university. Procedures and provisions
for the establishment, classification, hiring, and management of such
positions are described in Technology Consultants _and Support
Personnel: Consulting and Coordination Requirements. Responsible
Unit: ITSD and Department of Human Resources;

e  Ensuring appropriate management, security, confidentiality, and
integrity of  systems and information resources that support the






